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Using the Virtual Private Network (VPN) 
FAQ’s and “Best Practices” for Users 

This document provides “best practice” guidance and information for those using a Virtual Private Network (VPN) to 
work remotely. 

Things to do BEFORE you take your laptop/desktop home: 
• Before taking a laptop/desktop out of the office, you must log in to it while it is connected to the network in 

the office. Failure to do so will result in you not being able to log into the device off network. 
• Connect your laptop to the Guest.Idaho.Gov Wi-Fi network in the office. Test to ensure that you can use VPN to 

get back onto the network. Can you get your email? Can you get to shared network drives? Can you use mission-
critical agency software and processes? It is far easier for the ITS Service Desk to fix potential problems while 
you are still in the office.  

• If you’re considering taking a desktop computer home, know that you will need to plug the desktop directly into 
your router. Most desktops are not equipped to work over Wi-Fi. 

• Changing your Windows password should only be done on the wired network. If possible, avoid changing your 
Windows password while on VPN. 

Overview of how to access and use VPN: 
Listed below is an overview of the process to connect to the State network over VPN.  

1. Turn on and log in to the computer. 
2. Connect the computer to the Internet (usually over Wi-Fi, but could also be on a cellular hot spot or wired 

router). 
3. Open GlobalProtect and log in. 

IMPORTANT: See the “How To” documents on the ITS website (https://its.idaho.gov/) for detailed instructions 
on using GlobalProtect. 

4. If you’re having trouble,  
a. Troubleshoot each of the above steps in order. 
b. Submit a Service Desk ticket. Be sure to include a cellular or home phone number where we can reach you. 

Most email signatures include only an office phone, which will not allow us to reach you if you are out of the 
office (unless you have forwarded your phone). 

NOTE: 
Be aware that functionality over VPN will be affected by bandwidth issues at your house. For example, if three people 
are streaming online movies, your connection to work might suffer. 

General Information: 
• Currently, our two-factor authentication applications are disabled. Be aware that we could enable them again in 

the coming weeks. We will notify users if/when that happens and provide guidance on how to use it. 
• In preparation for using two-factor authentication, be sure to forward your desk phone to a cell phone or home 

phone. On your desk phone, press Forward or Forward all, and then type in the phone number to which calls 
should be forwarded. For example, press Forward all, and then enter 2085551212. If your agency dials 8 for an 
outside line, enter 8 before the phone number (such as 82085551212). The phone is now forwarding to (208) 
555-1212.  To stop forwarding calls, press Forward off.  

~ 
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How to reach the Service Desk: 
If Service Desk staff must work from home, phone support will be limited. We recommend that customers use email or 
the Self-Service Portal to create support tickets. If customers choose to call, they must leave a message, which creates a 
ticket, and a technician will return the call. 

o Email: ServiceDesk@its.idaho.gov 
o Self-Service Portal: https://servicedesk.idaho.gov 
o Phone: (208) 605-4000 
o Service Desk Hours: 7:00 am – 5:00 pm (Mountain) 

~ 
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