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Introduction

Purpose

This guide outlines the Idaho Technology Authority's (ITA) data classification framework to ensure proper
handling, labeling, and protection of information based on its sensitivity and potential impact if breached. It
supports compliance with P4130 - Information Systems Classification Policy - Idaho Technology Authority
and federal Controlled Unclassified Information (CUI) requirements.

When to Use

When classifying data or/and systems.

What is data classification?

Data classification involves categorizing and labeling information to:

Protect sensitive data based on its security requirements.
Mitigate risks of breaches or unauthorized disclosures.
Enhance data management, compliance, and decision-making.
Reduce storage and backup costs through efficient tracking.

What is system classification?

System classification is the process of categorizing systems based on their sensitivity, criticality, and impact.

Risk-Based Categorization: Systems are classified according to their potential risks, including threats to
confidentiality, integrity, and availability.

Compliance & Regulatory Alignment: Classification helps ensure adherence to security frameworks like
NIST 800-53, and industry-specific regulations.

Access & Protection Levels: Higher-classified systems require stronger security controls, limiting access
and enforcing encryption, auditing, and monitoring.

Operational Impact & Dependency: Classification accounts for the system’s role in business operations,
ensuring resilience and incident response measures match its criticality.

Scope

All state employees and systems on the state network.
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Classification Levels

ITS Classification Framework

The framework defines four (Unrestricted, Limited, Restricted, Critical) classification levels based on
sensitivity, value, and impact, aligned with FIPS-199 standards. FIPS 199, Standards for Security
Categorization of Federal Information and Information Systems | CSRC

Classification Level 1: “Unrestricted”: Commonly referred to as public data, includes information relating to
the conduct or administration of a state agency and is typically created specifically for public consumption.
Examples: public websites, brochures, and public employee contact information.

Classification Level 2: “Limited”: Commonly referred to as internal data, includes sensitive information that
may or may not be protected from public disclosure. Examples: audit reports, email and other
communications, and building schematics.

Classification Level 3: “Restricted”: Commonly referred to as confidential data, includes sensitive
information intended for agency use only and is typically federally regulated. Examples: network diagrams,
protected health information (PHI), and personal identifiable information (PII).

Classification Level 4: “Critical”: Highly sensitive information where disclosure could cause significant
harm, including potential injury or death. Examples: Investigative reports of criminal activity, record of
undercover police officers, etc.

Table 1: Data Classification Examples

Data Classification

Level 1 | Unrestricted |

Level 2 | Limited |

Level 3 | Restricted |

Level 4 | Critical

- Public websites

- Published research

- Materials created for public
consumption

- Emails

- Non-public phone numbers

- Building schematics

- Names and addresses that
are not protected from
disclosure

- Internal reports

- Personal contact details

- Social Security Number (SSN)
- Driver’s license number

- Passport number

- Tax returns

- Fingerprint data

- Warrants or restraining orders
- Medical records

- Credit card numbers (PAN)

Public Internal Federal
- Press releases - Internal audit reports - Employee records - Disclosure that could result in
- Brochures - Financial transactions - Financial data loss of life, disability, or

serious injury

- Regulated information with
significant penalties for
unauthorized disclosure.
This information is typically
exempt from public
disclosure

Table 2: System Classification Examples

Data Classification

Level 1 | Unrestricted | Level 2 | Limited | Level 3 | Restricted | o,
. Level 4 | Critical
Public Internal Federal
Systems that handle Level 1 Systems that handle Level 2 Systems that handle Level 3 Systems that handle Level 4
data data data data

Guide to Data & System Classification

State of Idaho - Unrestricted/Public

Page 3



https://csrc.nist.gov/pubs/fips/199/final
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Key Considerations

o Aggregation Impact: Combining data elements (e.g., Pl like name and SSN) may elevate the
classification to the highest level of any single element.

o System Classification: Systems storing mixed data are classified at the highest level of data they
contain.

Personally Identifiable Information (PII)

The loss of Pll can result in substantial harm to individuals, including identity theft or other fraudulent use of
information. When several elements of Pll are combined, this can increase the potential harm if disclosed
without authorization. Idaho Code Title 28, Chapter 51 defines “personal information” as an Idaho resident’s
first name or first initial and last name in combination with any one or more of the following data elements
that relate to the resident, when either the name or the data elements are not encrypted:

e Social security number

e Driver’s license number or Idaho identification card number

e Account number, or credit or debit card number, in combination with any required security

code, access code, or password that would permit access to a resident’s financial account.

The term “personal information” does not include publicly available information that is lawfully made
available to the general public from federal, state, or local government records or widely distributed media.

Pll Confidentiality Impact Factors

Several factors contribute to determining the impact from a loss of confidentiality of PIl. Factors provided
below should be considered in conjunction. One factor by itself may indicate a low impact level, but another
factor might indicate a high impact level, in turn overriding the first indication of low impact.

Identifiability: Does the data directly identify an individual (e.g., SSN vs. ZIP code)?

Quantity: What is the total number of individuals whose data is involved?

Data Field Sensitivity: Does combining data increase risk (e.g., name + financial details)?
Context: Does the use case affect sensitivity (e.g., public newsletter vs. undercover officer list)?
Legal Obligations: Are there laws mandating protection (e.g., HIPAA)?

Access/Location: Is data accessed frequently or stored offsite?

ook wNE

Data Labeling and Handling

All data must be labeled to reflect its classification, using Microsoft Purview for documents, emails, and
presentations. If a system or volume contains multiple classifications, label it with the strictest level. The
reference tables below provide examples of classification labeling and data handling.

Microsoft Purview for CUI

There are limitations to what can be accomplished for marking CUI therefore users will need to ensure
proper markings even if the automated solution fails to accurately mark the item. Refer to the CUI section of
this document for further information.
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Table 3: Classification Labeling Examples
Classification

Level 1 |

Unrestricted | Level 2 | Limited | Internal Level 4 | Critical
Public
Creation Date Applicable Statute
Electronic Creation Date Applicable Statute, if knovs_/n (i.e. |(i.e. Idaho Technology Authority
Media . . . Idaho Technology Authority P4130)
External and Internal | Applicable Statute, if known (i.e. P4130 . Federal . t
Email/Text labels Idaho Technology Authority ) i (A B RO (el
) . External and Internal labels E.O. 13526)
Recorded Email - Beginning of P4130) . o - .
. . - Email - Beginning of subject line [Non-shareable
Media subject line External and Internal labels ) - S
Physical Enclosure - Email - Beginning of subject line el Encleeie - Laos [l el 17 &2 et
CS/DVD/USB Lg/bel Physical Enclosure - LabeJI (Reference IRS Pub 1075 for systems only
(Soft Copy) y additional marking Accessed only by approved
requirements for FTI) users
= pa-ge leees Each page if loose sheets; Front | Each page if loose sheets; Front Hard—cppy el asie s ot
sheets; Front and . . . .. |authorized
Hard Copy and back covers and title page if | and back covers and title page if
back covers and
. . bound bound
title page if bound
Public Facing . Internal Website Only Not Authorized for Any Website
Website il ki it O 7 Each system page labeled
Web Sites Each page labeled P ” Each page labeled “HIGHLY “CRITICAL” on top and bottom
“Public” on bottom f:cg::%igfobrﬁlig Ia‘”\é”TED on RESTRICTED” on top and bottom |of page
of page Pand pag of page Page WARNING required

Method of
Transfer or

Communication

Non-Disclosure
Agreement (NDA)

Table 4: Data Handling Requirements

Classification
Level 1 |

requirements

No NDA requirements

Unrestricted | Level 2 | Limited | Private Level 4 | Critical
Public
No NDA NDA is recommended priorto | A IS réquired priorto

access by non-ITS employees.

access by non-ITS
employees.

Internal Network
Transmission
(wired & wireless)

No special
requirements

No special requirements

- Encryption is required

- Instant messages are
prohibited

- FTP is prohibited

- Encryption is required

- Instant messages are
prohibited

- FTP is prohibited

External Network
Transmission
(wired & wireless)

No special
requirements

- Encryption is recommended
- Instant message with caution
- FTP is prohibited

- Encryption is required

- Instant messages are
prohibited

- FTP is prohibited

- Remote access should be
used only when necessary and
only with VPN and MFA

- Encryption is required

- Instant messages are
prohibited

- FTP is prohibited

- Remote access is
prohibited

Copying

No restrictions

Permission of data custodian
advised

Permission of data custodian
required

Permission of data custodian
required

Data at Rest
(file servers,
databases,
archives, etc.)

- Logical access
controls are
required to limit
unauthorized use

- Physical access
restricted to
specific groups

- Encryption is recommended

- Logical access controls are
required to limit unauthorized
use

- Physical access restricted to
specific groups

- Encryption is required

- Logical access controls are
required to limit unauthorized
use

- Physical access restricted to
specific individuals

- Encryption is required

- Logical access controls are
required to limit
unauthorized use

- Physical access restricted to
specific individuals

Mobile Devices

- Encryption is recommended

- Encryption is required

- Encryption is required

(cell phone, L\IO s?ref:]alnt - Remote wipe should be - Remote wipe must be - Remote wipe must be

tablets, etc.) equirements enabled, if possible enabled, if possible enabled, if possible

Email N ial - Encryption is recommended - Encryption is required - Encryption is required

(with and without 0 specia - Do not forward - Do not forward
requirements

attachments)
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- Mail with agency interoffice
mail

- US Mail or other public
delivery systems and sealed,
tamper-resistant envelopes

- Mark “Open by Addressee
Only”

- Use “Certified Mail” and
sealed, tamper-resistant
envelopes for external

- Mark “Open by Addressee
Only”

- Use “Certified Mail” and
sealed, tamper-resistant
envelopes for external

Physical Mail 39 spemal for external mailings mailings mailings
requirements . : L . . L
- Delivery confirmation is - Delivery confirmation is
required required
- Hand delivering is - Hand deliver internally
recommended over interoffice
mail
. - Verify destination printer - Verify destination printer - Verify destination printer
, No special . . . . .
Printer requirements - Retrieve printed material - Use secure print - Use secure print
q without delay - Attend printer while printing - Attend printer while printing
Web Sites No special Posting to publicly accessible Posting to publicly accessible Posting to publicly accessible
requirements Internet sites is prohibited Internet sites is prohibited Internet sites is prohibited
No special Confirm participants on the call | - Confl_rm participants on the - Conﬂ_rm participants on the
Telephone ) : call line call line
requirements line . . . .
- Ensure private location - Ensure private location
- Roster of attendees - Pre-approve roster of - Pre-approve roster of
Video / Web No spedial - Confirm participants on the attendees attendees

Conference Call

requirements

call line

- Confirm participants on the
call line
- Ensure private location

- Confirm participants on the
call line
- Ensure private location

Reasonable precautions to

Active measure to control and

Active measure to control

Spoken Word No special prevent unintentional limit information disclosure to and limit information
P requirements disclosure authorized individuals disclosure to authorized
individuals
Fax MDEFEEE] = U7 GlEsIElom ialozs Faxing is prohibited Faxing is prohibited

requirements

- Confirm receipt

Guide to Data & System Classification
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Controlled Unclassified Information (CUI)

CUl is unclassified federal information requiring protection under E.O. 13556, Executive Order 13556 -
Controlled Unclassified Information | whitehouse.gov. Idaho agencies handling Level 2 (Limited) or Level 3
(Restricted) data shared with federal agencies must comply with CUI requirements per NIST SP 800-171r3,
SP 800-171 Rev. 3, Protecting Controlled Unclassified Information in Nonfederal Systems and Organizations
CSRC.
National Archives and Records Administration (NARA) is the Executive Agent (EA) that maintains the CUI
registry and associated website, Controlled Unclassified Information (CUI) | National Archives.
State of Idaho employees: the-handling of CUl must be in accordance with E.O. 13556, 32 CFR Part 2002,
eCFR :: 32 CFR Part 2002 - Controlled Unclassified Information (CUI), supplemental guidance published by
the CUI Executive Agent and all applicable EA-approved agency policy. This publication provides guidance on
what each marking is, where and how to apply it, and which items are mandatory or optional.
Since CUl is a federal information handling requirement it is more likely that a federal entity will own the CUI
labeling requirements and share the already labeled CUI with an Idaho state entity. In such instances the
Idaho agency will not be required to mark the information but must adhere to handling requirements of the
CUI material.

NIST SP 800-171r3 CUI Overlay

The NIST SP 800-171r3 CUI Overlay is a control overlay spreadsheet, available on csrc.nist.gov, that
contains the CUI requirements which are based on the NIST SP 800-53r5 controls and NIST SP 800-53B
moderate control baseline. The CUI Overlay is useful for comparing required CUI controls with those found
within an agencies specific Information Security Policy.

The CUI Registry

The CUI Registry serves as the government-wide central repository for all information, guidance, policy, and
requirements on handling CUL. It includes authorized CUI categories, associated markings, handling and
decontrolling procedures. National Archives and Records Administration (NARA) is the Executive Agent (EA)
that maintains the CUI registry and associated website, Controlled Unclassified Information (CUI) | National
Archives.

CUIl Types

e CUI Basic. Standard controls apply (e.g., general sensitive data).
o CUI Specified. Specific handling controls mandated by law (e.g., Protected Critical Infrastructure
Information).

Table 5: Types of CUI

CUI Basic CUI Specified

Sensitive information with no additional or Sensitive information whose underlying
different requirements mentioned in the authority has specified something different or
underlying authorities. CUI Basic does not extra is required for that type of information
provide specific guidance and a majority of CUI | (i.e. limited distribution, additional protections,
will be CUI Basic. etc.). CUI Specified is not a higher level of CUI.

Authorized users need to understand which authority applies to their specific information. The
authority listed in the CUI Registry Category List, Controlled Unclassified Information (CUI) |
National Archives, will state if the information is CUI Basic or CUI Specified.

Guide to Data & System Classification
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CUl Safeguarding

Authorized holders of CUI are responsible for complying with applicable safeguarding requirements in
accordance with 32 CFR 2002, this guidance, and all applicable guidance published in the CUI Registry.

All CUI authorized holders of CUI Specified materials must follow the applicable procedures in the underlying
laws, regulations, or government-wide policies for the CUI Specified materials. Only categories designated in
the CUI Registry, may be implemented for designating materials.

Authorized holders of CUI must verify the recipient(s) of CUlI have an appropriate need for access to the CUI
in furtherance of a lawful government purpose and must ensure the recipient(s) continue upholding the CUI
requirements.

e Training: Authorized holders must complete CUI training.

e Labeling: Use CUI banner markings (e.g., “CUl//SP-PCIl//NOCON”") per the CUI Registry.

e Processing: Do not process CUI on personally owned electronic devices unless connected through an
approved agency system with approved controls in place.

e Storage: Store in encrypted, FISMA-moderate systems, not personal devices.

o Transmission: Encrypt emails with CUI attachments; use secure file shares (e.g., DoD SAFE).

e Destruction: Shred to 1mm x 5mm particles or sanitize per NIST SP 800-88.

Marking CUI

Authorized holders of CUI must verify the recipient(s) of CUI have an appropriate need for access to the CUI
in furtherance of a lawful government purpose and must ensure the recipient(s) continue upholding the CUI
requirements.

Websites.

Websites containing CUI will have restricted access, password protection, MFA and indicate the presence of
CUI with a splash screen WARNING. See below.

Graphic 1: Website WARNING

WARNING

This is an ITS State of Idaho computer system that is “FOR OFFICIAL USE ONLY.” This
system is subject to monitoring. Therefore, no expectation of privacy is to be assumed. Use
of this system indicates consent to monitoring and recording. Individuals found performing
unauthorized activities may be subject to disciplinary action including criminal prosecution.

This system contains Controlled Unclassified Information (CUI). All individuals viewing,
reproducing or disposing of this information are required to protect it in accordance with 32

CFR Part 2002.

CUl Banner Marking

The CUI banner marking appears at the top of each page of any document that contains CUl and is
mandatory for all documents containing CUl. The content of the banner marking must be inclusive of all CUI
within the document and must be the same on each page. The banner marking should appear as bold,
capitalized black text and be centered when feasible. The banner marking may include up to three elements:

e Control Marking: example “CUI”, mandatory for all CUI

o Category or subcategory: example “SP-PCIl/SAFE”, alphabetized; mandatory for CUI Specified.

e Dissemination Control: example “NOCON”, optional; indicates restrictions (e.g., no contractors).

Guide to Data & System Classification Page 8
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Table 6: CUI Banner Marking Segments
CUI Control Marking CUI Category or Subcategory Limited Dissemination Control

Marking Marking
cul// CATEGORY/SUBCATEGORY //DISSEM

Note: the above example uses the words “CATEGORY”, “SUBCATEGORY”, and “DISSEM” as substitutes for
the actual markings found in the CUI Registry. Consult the CUI Registry for actual markings.

Documents

As an optional best practice, the CUlI Banner Marking may be placed at the bottom of the document as well.
Below are two examples showing the options for the CUI Banner Marking.

Graphic 2: Memo Banners & Markings

Mandatory: CUI Banner Markings must appear on the top portion of the page. Due to the
agency memo standard marking, the Purview auto label will be hidden behind and the author
must manually enter the CUI banner in the header. The example memo on the left shows a
CUI Basic Banner Marking while the example memo on the right shows a CUI Specified Banner

&%, State of Idaho _ State of Idaho
o B Oficear Office of
mﬁ%@s Information Technology Services ¢ 5 Information Technology Services
ar 11331 West Chinden Bivd.. Suite B201 g 11331 West Chinden Bhvd, Suie B201
BRADLITTLE  Beise [DEIT14 Eaise, 1D £3714
m-—dk-v [ : =
Te: Some paran To: Soms penan
From: A differest pasiia From: A diffarest panios
Date: MM DD YYYY Daze MMDD YYYY
Subject: €UT Banner Marking Subject: €1 Bammer Marking
Introduction: Iesreduction
Eody of Letier Body of Letter
Clasing Closing
Signanre Signaton]
I I CULSP-OFSEC/ FEDCON

Optional Best Practice: CUlI Banner Markings placed bottom center. When using Purview to
auto label the memo, the State of Idaho classification will be entered before the CUI Basic
Banner Marking (memo on left). Due to limitations of Purview, the CUI Specified Banner
Marking will need to be added manually above the Purview auto label.
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Emails

ITS created a menu in Purview, available in Microsoft Outlook, for selecting the data classification level of
emails. The first four options are specific to State of Idaho data classification and there are two subcategory
options for pairing State of Idaho data classification with CUI data classification. Only State of Idaho -
Limited and State of Idaho - Restricted will use CUI data classification. These options will only be used if the
state agency is communicating CUI with a federal agency.

The Purview menu option currently offers two subcategories (based on most likely federal agencies to
require CUI), under the State of Idaho - Limited and State of Idaho - Restricted categories. The CUI DoD and
CUI DHS options provide a statement regarding CUI. The resulting banner marking will meet the intent of CUI
marking, however only for CUI Basic. If CUI Specified markings are required, the author of the email is
required to add the specified markings in addition to selecting the menu option labeling. Currently Purview in
Outlook will not allow the author of the email to visualize the applied header and footer. Only the recipient of
the email will see the header and footer applied.

Graphic 3: Email CUI Markings Menu
a 5 = Untitled - Message (HTML)

File Message Insert Options  Form: Review Help Mimecast Acrobat

[ Table -

[y anachrile~ [& signature ~ ‘ ] picwres ~ I shapes~ 5 tcons: ) 3D Models ‘ @5 Link ~ | () symbel - ‘ e

E

Subject 0 Unrestricted-Public v |

(@] Unrestricted-Public

John Doe WG Limited-Internal

Sameone Special .
SN 11331 W Chinden B, Suite B201 Restricted >
Boise, 1D 83714 o
| p: 208-605-1000¢ W Critical
Infermation | M: OPTIONAL imited-| - -
leches? | E: First LasrName @ins isano gov Limited-Intemal - State of [daha - CUI >
Restricted - State of Idah - CUI > | @ Restricted - State of Idaho - CUIDOD
() Leam More W@ Restricted - State of daho - CUI DHS.

National Security Information.
. far

Wi
handling CUL

Graphic 4: Email CUI Markings - Received email

 idaho - CUIDOD

To'Somebody Authorized in the DoD,

¥'m sending you some sensitive information.

CUI Markings for Slide Presentations

Below is an example of applying CUlI Banner Markings to a PowerPoint presentation. The presentation
creator will need to select from the Purview menu for the specific label required. As shown in the graphic
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below, the header and footer are automatically applied to the slide. Current limitations with Purview prevent
the addition of CUI Specified markings. If CUI Specified markings are required, the presentation creator is
responsible for their addition. The addition of the designation indicator is required due to presentation slides
not typically being created with agency contact information as would be found in a memo address block or
email signature block.

Graphic 5: Slide Presentation Markings

Click to edit Master title style

> Click to edit Master text styles
» Second level

» Third level

» Fourth level

» Fifth level

Controlled by: ITS
Contact: (208) XXX-XXXX its.idaho.gov

Sk information technology services

Designation Indicators for CUI

Designation indicators are pieces of information that indicate the designator’s agency and are required for
any use of CUI. Designators may be the use of letterheads, a signature block with agency, or the use of a
‘controlled by’ line. A specific point of contact, an office or division should include contact information for
anyone that has questions concerning the CUI.

CUl Marking - Electronic Media Storing or Processing

Media such as thumb drives, hard drives, CD ROMs, DVDs, etc. must be marked to alert holders to the
presence of CUI stored on the device. It may not be possible to include CUI Category, Subcategory, or Limited
Dissemination Control Markings due to space limitations (i.e. thumb drives) but at a minimum the CUI
Control Marking and the designating agency must be displayed.

CUI Markings for Forms

Forms that contain CUI must be marked accordingly when filled in. If space is limited, then a coversheet
should be used. As the forms are updated agencies will comply with the CUI Program and include a
statement that indicates the form is CUI when filled in.

Guide to Data & System Classification
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Graphic 6: Form, CUI when filled in

CONTROLLED
when filled in

Revas Decemoe 9% QUESTIONNAIRE FOR e . S50 o
Sormran T T NATIONAL SECURITY POSITIONS

PERSONS COMPLETING THIS FORM SHOULD BEGIN WITH THE QUESTIONS BELOW AFTER CAREFULLY READING

THE PRECEDING INSTRUCTIONS.

1 hawe resd the svitTuctons and | underitand that d | eithhold, marepreient. of ity snformatson on thes form. | am subpect Clves [wo

o the penaibes for in ate of false wusmm Tithe 18, secton 1001). denial of revecation of 2 =

securty chearance, andior removal and debarment from Federal Sernce

| Section 1 - Full Name |
Provce your Uil Aame ¥ you have only AR @ your Aame, frowce Tem and ndcate Al only F you 80 Rl Rawe 3 muddie Rame. Aacaie No Made
Nama" ¥ you are 3 “Jr " “5r " st enter thiy under 5o
Last name Frst narme Wose e Sua

BAUER JACK |ALLEH Sr -
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Document Cover Sheet

State of Idaho, Level 2 Limited Cover Sheet

Refer to Annex A: State of Idaho, Level 2 Limited Cover Sheet for an example. The header of the cover sheet
indicates the State of Idaho data classification level. The background color is purple for Level 2 Limited data
classification.

There are two separate texts boxes within the cover sheet. The top box is for list State Handling Procedures,
in accordance with law, policy and guidance. Also included in the top box will be the designated information
controller, the category of data included, specific dissemination controls, designation indicators, customer
name, various information pertaining to the specific communication between the agencies, a warning for the
individual handling the information, and handling instructions. The lower text box communicates Federal
handling procedures and requirements.

State of Idaho, Level 3 Restricted Cover Sheet

Refer to Annex B: State of Idaho, Level 3 Restricted Cover Sheet for an example. The header of the cover
sheet indicates the State of ldaho data classification level. The background color is yellow for Level 3
Restricted data classification.

There are two separate texts boxes within the cover sheet. The top box is for list State Handling Procedures,
in accordance with law, policy and guidance. Also included in the top box will be designated the information
controller, the category of data included, specific dissemination controls, designation indicators, customer
name, various information pertaining to the specific communication between the agencies, a warning for the
individual handling the information, and handling instructions. The lower text box communicates Federal
handling procedures and requirements.

CUI Cover Sheet

Refer to Annex C: CUI Cover Sheet for an example. The header of the cover sheet indicates the information is
CUI. The background color is a standard purple for all federal data marked as CUI.

There are two separate texts boxes within the cover sheet. The top box is for indicating categories of CUI,
limited dissemination controls, special instructions, points of contact, and any other information the owner
of the CUI information requires. The lower text box communicates federal handling procedures and
requirements.
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Event Management

Report Level 2- Limited, Level 3 - Restricted, Level 4 - Critical, and CUI events (e.g., unauthorized disclosure,
improper storage, misuse) to the ITS Security Operations Center, soc@its.idaho.gov. Such events are not
considered “Incidents” per Idaho Statute and thus will not follow the Incident Response Plan.
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Media Sanitation/Destruction

Media Sanitation/Destruction for Data Classifications

Before disposal or re-use, media must be sanitized in accordance with ITS policy (MP-06) Media Sanitization.
These methods ensure that data is not unintentionally disclosed to unauthorized users.

Level 1, 2, 3, and 4 Sanitation/Destruction

Physical media (printouts and other physical media) must be disposed of by one of the following authorized
means which includes thorough burning or shredding:
o When burning the data, the material must be burned in an incinerator that produces enough heat to
burn the entire bundle, or the bundle must be separated to ensure that all pages are incinerated.
o When shredding the data, destroy paper using crosscut shredders which produce particles that are
Imm x 5mm (.04in. x .2in.) in size (or smaller), or pulverize/disintegrate paper materials using
disintegrator devices equipped with a 2.4mm (3/32in.) security screen.

Electronic media (hard drives, tape cartridge, CDs, printer ribbons, flash drives, printer, and copier hard
drives, etc.) must be disposed of by one of the following authorized means:

e QOverwriting (at least 3 times) - an effective method of clearing data from magnetic media. As the
name implies, overwriting uses a program to write (1s, 0s, or a combination of both) onto the
location of the media where the file to be sanitized is located.

e Degaussing - a method to magnetically erase data from magnetic media. Two types of degaussing
exist: strong magnets and electric degausses. Note that common magnets (e.g., those used to hang
a picture on a wall) are weak and cannot effectively degauss magnetic media.

e Destruction - a method of destroying magnetic media. As the name implies, destruction of magnetic
media is to physically dismantle by methods of crushing, disassembling, etc., ensuring that the
platters have been physically destroyed so that no data can be pulled.

Table 7 Media Sanitation/Destruction for Data Classification Requirements
Classification

ORI | Level 3 | Restricted |
Unrestricted | Level 2 | Limited | Private Level 4 | Critical
. Federal
Public

RIS Not Required

Med.l? ) (Recommended) Mandatory Mandatory Mandatory
Sanitization

Physical Media Not Required

Destruction (Recommended) Mandatory Mandatory Mandatory

CUI Sanitation/Destruction

e Destroy per NIST SP 800-88 SP 800-88 Rev. 1, Guidelines for Media Sanitization | CSRC when no
longer needed and per agency retention schedules.

e Use locked bins for shredding; contract vendors must protect CUI during disposal.

e Do not destroy CUI at alternate work locations without proper equipment.
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Annex A: State of Idaho Limited Cover Sheet

State of Idaho, Level 2 - Limited

ATTENTION: State Handling Procedure

Controlled by: State of Idaho

Classification of data: <Unpublished research, Customer records, Personnel records, non-public
policies, non-public confracts, internal memos. unpublished planning, and budgeting info,
engineering designs, CUL=

Specific dissemination controls: <Agency specific handling requirements=

If Found Contact #: <Agency contact — First, Last name™; <Agency contact email>

Customer Name: State and Local Governments in Idaho
Project Number:
Internal Part Number:
Diate:
Other Data-
Other Data:
Motes or Distribution Statement:
All individuals handling this information are required to protect
it from vnavthorized disclosure.

Handling, sterage, reproduction, and disposition of the attached document(s) must be in
accordance with ITA P4130 — Information Systems Classification and applicable agency policy.

Access to and dissemination of Idaho data shall be
allowed as necessary and permissible to any individual(s), organization(s), or
grouping(s) of users, provided such access or dissemunation 1s consistent with or i
furtherance of a Lawful Government Purpose and in a manner consistent with
applicable law. regulations, and Government-wide pelicies.

ATTENTION: Federal Handling Procedure

All individuals handling this information are required to protect
it from unantherized disclosure.

Handling, storage. reproduction, and disposition of the attached document(s) must be in
accordance with 32 CFR. Part 2002 and applicable agency policy.

Access to and dissemination of Controlled Unclassified Information shall be
allowed as necessary and permissible to any individual(s), organization(s). or
grouping(s) of users, provided such access or dissemination is consistent with or in
furtherance of a Lawful Government Purpose and in a manner consistent with
applicable law, regulations, and Government-wide policies.

Ztandard Form 201 (11-18)
Prescribed by GSATS00 | 32 CFR. 2002

State of Idaho, Level 2 - Limited
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Annex B: State of Idaho Restricted Cover Sheet

State of Idaho, Level 3 - Restricted

ATTENTION: State Handling Procedure

Controlled by: State of Idaho

Classification of data: <PII, FTI, STI, PCI data Security Standards, SSA, CJI, Information that
pertains to the security of data, Information that pertains to the security of facilities, CUI>
Specific dissemination controls: <Agency specific handling requirements™>

If Found Contact #: <Agency contact — First, Last name>; <Agency contact email>

Customer Name: State and Local Governments in Idaho
Project Number:
Internal Part Number:
Date:
Other Data:
Other Data:
Notes or Distribution Statement:
All individuals handling this information are required to protect
it from unauthorized disclosure.

Handling, storage, reproduction, and disposition of the attached document(s) must be in
accordance with ITA P4130 — Information Systems Classification and applicable agency policy.

Access to and dissemination of Idaho data shall be
allowed as necessary and permissible to any individual(s), organization(s), or
grouping(s) of users, provided such access or dissemination is consistent with or in
furtherance of a Lawful Government Purpose and in a manner consistent with
applicable law, regulations, and Government-wide policies.

ATTENTION: Federal Handling Procedure

All individuals handling this information are required to protect
it from unauthorized disclosure.

Handling, storage, reproduction, and disposition of the attached document(s) must be in
accordance with 32 CFR Part 2002 and applicable agency policy.

Access to and dissemination of Controlled Unclassified Information shall be
allowed as necessary and permissible to any individual(s), organization(s), or
grouping(s) of users, provided such access or dissemination is consistent with or in
furtherance of a Lawful Government Purpose and in a manner consistent with
applicable law, regulations, and Government-wide policies.

Standard Form 901 (11-18)
Prescribed by GSA/ISOO | 32 CFR 2002

State of Idaho, Level 3 - Restricted
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Annex C: CUI Cover Sheet

Below is the image of a Standard Form 901 CUI coversheet that can be downloaded from the GSA.gov
website. The center light shaded area is where the CUI owner should indicate categories, limited
dissemination controls, special instructions, points of contact, etc. if needed.

CUI

ATTENTION

TUlsa this space to indicate catesariss, Imited dissenninaton controls,
special instnactions, points of confact, e, ifneaded

ATTENTION

it from unauthonzed disclosure.
Handling, storage, reproduchon, and disposition of the attached document{=) nmst
be in accordance with 32 CFE. Part 2002 and apphicable agency policy.

Access to and dissemmation of Controlled Unelassified Information shall be
allowed as necessary and pemusable to any mdnadual(s), eEamzation]s), or
Erouping(s) of wsars, provided such aceess ar dissenimation 15 conastent with orm
firtherance of a Lawfil Government Prrpose and in 2 manner consistent with
apphicable law, regulations, and Govermmment-wade pobices.

Sanchrd Farm B 211-10
Pt by CRARSOO! | 5 R0
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Annex D: Microsoft Purview Troubleshooting

Initial testing of Purview for data classification labeling revealed several limitations and bugs. There are
instances where additional information will need to be added to the header, footer, or both depending on
requirements. This section serves to address potential issues encountered.

If adding a custom footer to a document with a sensitivity label causes the label's footer to disappear, it is
likely due to a conflict in the document's layout settings, or a problem with the sensitivity label application
itself. Most troubleshooting solutions were found using a browser search for the Purview issue observed (i.e.
search query - “sensitivity label footer disappears if | add a footer to doc”). Here's a breakdown of potential
causes and solutions:

Possible Causes:

e Conflicting Layout Settings: The custom footer might be overriding the sensitivity label's footer, or the
document's page margins might be interfering with the label's placement.

e Sensitivity Label Application Issues: There might be a bug or a problem with how the sensitivity label
is being applied, preventing it from displaying correctly.

e Version Compatibility: Ensure your version of Office is up-to-date and compatible with the sensitivity
label features.

e Section Breaks: If your document uses section breaks, the sensitivity label's footer might only apply
to specific sections and not the entire document.

Most Effective Troubleshooting Step:

Initial users found the most effective method for applying a sensitivity label that disappeared, due to
additional information being placed into the header or footer, was to select a different (incorrect) sensitivity
label. Then, after the incorrect sensitivity label has been applied, reselect the correct sensitivity label, and it
appears correctly. This process will generate a justification error box with three options available describing
the reason the sensitivity label was changed. Select the appropriate reason and the sensitivity label should
be viewable. Double check the labeled item by viewing it in print preview mode.

Additional Troubleshooting Steps:
1. Check Print Layout View: Make sure you're in print layout view This view is essential for seeing

headers and footers.
2. Verify Sensitivity Label Settings:
a. Goto "Home" > "Sensitivity" to ensure the correct label is applied.
b. Check the sensitivity label settings in the Microsoft Purview compliance portal to ensure the
label is correctly configured.
c. Verify that the sensitivity labels are published in the Microsoft Purview compliance portal.
3. Adjust Page Margins:
a. Goto "Layout" > "Margins" and ensure that the margins are set appropriately to allow enough
space for both the custom footer and the sensitivity label's footer.
4. Check Header and Footer Settings:
a. Double-click in the header or footer area to edit them.
b. Ensure that the sensitivity label's footer is not being accidentally deleted or hidden.
c. If you have a custom footer, try removing it temporarily to see if the sensitivity label's footer
reappears.
5. Update Office: Ensure that your version of Office is up to date to ensure compatibility with the latest
sensitivity label features.
6. Reapply the Sensitivity Label: Try reapplying the sensitivity label to the document after making any
necessary changes to the layout settings.
For additional trouble shooting, query a search browser for the issue observed.
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